NudopmanuoHHas maMaTKA
AJ1s1 o0y4daromuxcs VI pa3MenieHust Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXJbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCA OOJIbIIIE, & IIKOJbHUKU OJHU U3
CaMbIX aKTUBHBIX IOlb30Barenel PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJUYECTBa
BO3MOXKHOCTEH, MHTEPHET HeceT U MpolsieMbl. DTa MaMsATKa JOJDKHA 1OMOYb Tebe OGe3011acHO
HaxOJIUTHCS B CETH.

KoMnbrorepHble BUPYCBI

KoMnbroTepHslii  BUpPYC - 3TO  Pa3HOBHJIHOCTb  KOMIIBIOTEPHBIX  IIPOTpPaMM,
OTJIMYUTENPHOH OCOOCHHOCTBIO KOTOPOH SBISIETCA CIIOCOOHOCTh K pa3MHOXeHHo0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJIHOCTBIO YHUYTOXUTH BCE (hailiibl u
JTaHHBIE, MOJKOHTPOJIbHBIE MOJb30BATENI0, OT UMEHH KOTOPOro ObUla 3alylieHa 3apaxKEHHas
IIporpamMma, a TaKXe IOBPEIUTh WIH JA)KE€ YHHUYTOXUTh ONEPALMOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11esioM. B 601bIIMHCTBE CilydaeB pacpOCTPAHSIOTCS BUPYCHI Ue€pe3 HHTEPHET.

Mertoap! 3aIIUTHI OT BPEIOHOCHBIX IPOIPAMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOLIUE CEPHEZHBIN YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosiHHO ycTaHaBiIMBail mayTH (UUQPOBBIE 3AIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTAHABJIMBAIOTCS C IENbI0  T0pabOTKM MporpaMMbl) ¥ JPYrHe OOHOBJICHUS CBOEH
ornepannoHHOM cuctembl. CkaunBail X TOJBKO ¢ opUIMATILHOrO caifta padpadotunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE 110/ IIPaBaMu IOJb30BATEINS, @ HE aJJMUHUCTPATOpA.
OTO HEe MO03BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAJUIUPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE NTPOTPAMMHBIE MPOJAYKTHI M3BECTHBIX MPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonb3yii BHELTHNE HOCUTENU WHPOpMAaLUHY, Takue Kak ¢uienka, AMCK uiu (aiin u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KoMmblOTEepHbIE (hailsibl, TOTYYEHHbIE U3 HEHAAEKHBIX HCTOYHHMKOB.
Jaxxe Te Qailbl, KOTOpbIE NMPUCHIAI TBOW 3HAKOMBIN. Jlyullle yTo4HM y HEro, OTHpaBisl JU OH
Te0e ux.

Cetu WI-FI

Wi-Fi - 3170 He BuA nepesauu JaHHBIX, HE TEXHOJIOI U, a BCEro JMIIbL OpeHs, Mapka. Ee
B 1991 rony mHuaepnanackas xkommnanus 3apeructpupoBania opera "WECA", uro o6Go3Hauano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoauTcs kak "GecrpoBoiHas TOYHOCTH'.

Jlo Hamero BpemMeHH Jonnia apyras abOpeBHaTypa, KOTOpas SIBISETCS TaKOH Ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIINH 3ByKOBOM TexHuku Hi-Fi, uto B mepeBosie o3HavaeT "BbICOKAs TOYHOCTH".

Ja, OecruiaTHBI MHTEPHET-OCTYI B Kade, OTeNsIX M a’poropTrax SBISETCS OTIUYHOM
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE DKCIIEpTHI CYMTAIOT, YTO 00mmIenocTymabie Wi-
Fi cetn He aBnsitoTCs 0€30MaCHBIMU.

CoBeTsl 110 0e30macHOCTH paboTe B 00MIEeIOCTYMHBIX ceTsx Wi-fi:

1. He mepemaBaii cBoro nuuHyro uH(popmManui udepe3 odOmenoctymabie Wi-Fi certu.
PaboTast B HUX, jKeaTenbHO HEe BBOAUTH ITAPOJIH JOCTYIA, JOTHHBI U KaKHe-TO HOMeEpa;

2. Ucnonb3yih 1 OOHOBIIANM aHTUBHPYCHBIE MPOrpaMMbl U Opanamayep. Tem caMbIM ThI
obe3omacuiib ce0s OT 3aKa4Ku BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu wucnonb3oBanun Wi-Fi orkmoun ¢yskmmio "OOmmii poctynm k Qaiinam u



npuntepam". JlaHHas (yHKIMS 3aKpbITa 110 YMOJYaHHUIO, OJHAKO HEKOTOPHIE I0JIb30BaTENN
aKTHUBUPYIOT €€ /ISl y100CTBA UCIIOJIB30BAHUS B paboTe WU yueoe;

4. He ucnonn3yii nmyommunsiii WI-FI mis mepenaun JUYHBIX JaHHBIX, HApUMEp JUISA
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

5. Unons3yit Tonpko 3amuieHHoe coeauHenue yepe3 HTTPS, a we HTTP, t.e. mpu
Habope BeO-aapeca BBoau UMeHHO "https://";

6. B wmoOunpHOM Tenmedone otkmoun ¢ynkuuio llogkmouenme k  Wi-Fi
aBToMatuyecku". He momyckail aBTOMaTH4eCcKOro MOAKIOYEHUs ycTporicTBa K ceTsam Wi-Fi 6e3
TBOETO COIJIacusl.

ConmanbHbIE CETH

ConmanbHble CETH aKTHMBHO BXOIAT B HAlly XU3Hb, MHOTHE JIIOAU pabOTalOT U JKUBYT
TaM MOCTOsIHHO, a B Facebook yxe 3apeructprupoBan MuUJUIMap 4YelOBEK, YTO SIBISETCS OAHOMN
CeIbMOW BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHMMAIOT, YTO WH(pOpMAIHS,
pa3MeIleHHas UMU B COIIMANIBHBIX CETAX, MOXKET ObITh HalJIeHa U MCIOJIb30BaHa KeM yroJlHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJJarMMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 6€30MaCHOCTH B COIIMANIBHBIX CETSIX:

1. Orpanuub cnucok napy3eil. ¥ 1e0s B Apy3bsiX HE JODKHO OBbITh CIy4yaillHBIX H
HE3HAKOMBIX JIHOJIEH;

2. 3ammimiai CBOIO YacTHYIO XU3Hb. He ykaspiBail mapomu, TenedoHbl, aapeca, AaTy
TBOETO POXKICHUS M IPYTYIO JMYHYI MH(QOpMAIHIO. 3I0yMBIIIJIEHHUKA MOTYT HCHOJIb30BaTh
Jake HH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEINN TUIAHUPYETE MPOBECTH KAHUKYIIbI,

3. Bammiai cBOO pemyTalHio - IEPKU €€ B UUCTOTE U 3aJaBail cebe BOMpoc: XOTel Obl
TBI, YTOOBI IPYTHe TOJIH30BATENN BUACIH, YTO ThI 3arpyxaemns? [Togymaii, mpexae 4eM 4To-To
OIMyOJIMKOBATh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPUIIIB C JIFOABMH, KOTOPBIX HE 3HACIlb, HE HCIIONIb3YH CBOE pealbHOE UM
U JIpYTYIO JINYHYIO MH(OPMaIUK: UM, MECTO KHUTEIbCTBA, MECTO yueObl U MpOoYee;

5. U36eraii pasmemienus ¢otorpaduit B MaTepuere, rae Thl n300paxeH Ha MECTHOCTH,
10 KOTOPOM MOYKHO OIIPEAEIIUTH TBOE MECTOIIOJIOKEHUE;

6. Ilpu peructpanuu B cOUaNbHON CETH HEOOXOAMMO HCIOIb30BaTh CIOKHBIE MApOJIH,
cocToslye u3 OykB U M(pP U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. nst conuanbHOM CETH, OYTHI U IPYTHUX CAaUTOB HEOOXOAMMO HCIOJB30BaTh Pa3HbIE
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4YaT JTOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DNIEeKTPOHHBIE ICHBI U

ONEKTPOHHBIE JIEHBI'M - 3TO OY€Hb YIOOHBIM croco0 MiuaTekel, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEeKTPOHHBIE JIEHbI'W MOSBUIIMCH COBCEM HENAaBHO M MMEHHO H3-3a 3TOT0 BO MHOTHX
rocy/apcTBax 10 CUX IOP HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKUMOHHPYIOT M O HHMX YyX€ IMPOMHCAHO B 3aKOHE, II€ HX
pa3feNsaloT Ha HECKOJIBKO BHMJIOB - AaHOHMMHBIE M HE aHOHMMHbIE. PasHMIla B TOM, 4TO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraercs MPOBOIAUTH olepanuu 0e3 HASHTHU(PUKALUU
M0JIb30BAaTENsl, @ B HEAHOHUMHBIX WACHTU(UKAIIMH MTOJIB30BATENS SIBJISIETCS 003aTeIbHOI.

Takxe cieqyer pazauyarh 3JEKTPOHHBIE (HUaTHBIE JAEHBIU (paBHBI rOCYIapCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBI'M (HE paBHBI TOCYAAPCTBEHHBIM BATIOTaM).

OcHoOBHBIE COBETHI 110 6€30MacHOI paboTe C ITEKTPOHHBIMU J€HbIaMU:

1. ITpuBsku K cuety MOOMIIBHBIN TenedoH. DTO caMblil yIOOHBIH U OBICTPBIN crOcoO
BOCCTAHOBUTH JIOCTYH K cueTy. l[lpuBs3aHHBI TenedoH IMOMOXKET, eciu 3alyaemb CBOM
IJIATEKHBIN [TapOJIb UM 3aliIelIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnionb3y#t ogHOpa3oBbie maposu. [locie nepexoia Ha yCHICHHYIO aBTOPH3AIHIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTb KpaXKH WJIU TiepexBaTa MIaTeKHOT0 MapoJis;

3. BwiOepu crnoxsblii maponb. [IpecTymHukam OyaeT HE MPOCTO yraaaTh CIOMXKHBIN
napoJib. HajgexHele maposu - 370 naposu, KOTOPbIE COJIepKaT HE MEHEe 8 3HaKOB U BKIIFOYAIOT B
ce0si CTpOYHbIE M NMPOMHCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAaKME KaK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hammpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE J10BEPSIEILb.

DJIeKTpOHHAs [0YTa

DNEKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPENOCTABIISIEMBIE €10 YCIYTHU I10 MEPECHUIKE U
HOJYYEHUIO 3JIEKTPOHHBIX COOOLICHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
O0bI1yHO JJIEKTPOHHBIN IIOYTOBBIN SILLAK BBITJIS AT CJIEIYIOLUM oOpazom;
UMs_I0JIb30BaTesI(@uUMsL_AoMeHa. Taikke KpoMme IepeJadyd IpOCTOro TEeKCTa, HMEeTcs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHOBHBIE COBETHI 110 O€30I1aCHOM paboTe ¢ IEKTPOHHOI MOYTOM:

1. Hamo BBIOpaTh mpaBUIIBHBIN MMOYTOBBIN cepBHC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydlle JOBEPSATh TEM, KOrO 3HAellb U KTO NEPBbIA B
peuTHHrE;

2. He ykasbiBaill B JIMYHOU Mo4YTe JIM4HYIO MHpopmauuto. Hampumep, syuiie BbIOpaTh
"My3bIKaIbHBIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Ucnonp3yil AByXATaHYIO aBTOPU3ALHI0. JTO KOIZa IIOMUMO NapoJjisl Hy>KHO BBOJUTH
KO/, IpUChIIaeMbIit 1o SMS;

4. BoiOepu cioxHbIM maponb. i KaxI0oro MOYTOBOIO SINMKA JOJKEH OBbITh CBOM
HaJCKHBIN, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXHOCTh HaIlMCaThb CaMOMY CBOHM JIMUHBIM BOIIPOC, UCIOJB3YH 3TY
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBBI i1 4YacTHOW MEPENMCKH C
azjpecaTamMH, KOTOPBIM Thl JOBEpselIb. DTO 3JIEKTPOHHBIM aapec HE HaJ0 HCIIOJIb30BaTh NPHU
peructpanuu Ha Gopymax M caiTax;

7. He oTkpbiBail Qailibl U Apyrue BIOKEHHUS B MHCbMAax Ja)K€ €CJIM OHHM MPUILUINA OT
TBOMX Jipy3el. Jlyuiie yrouHH y HUX, OTIIPABIISUIMN JIM OHM TeOe 3TH (ailbl;

8. Ilocne okoH4YaHMs pabOTHI HAa TIOYTOBOM CEPBUCE MEpe] 3aKPhITHEM BKIIAJIKU C callToM
He 3a0y/p HakaTh Ha "BeritT".

KI/I6Cp6y.]'IJ'II/IHF HJIM BUPTYAJIBbHOC U3ACBATCIILCTBO

KubepOynmauar - mpecieloBaHHe COOOIICHUSMH, COJEpXKAIllUMH  OCKOpOJIeHMUS,
arpeccuio, 3alyruBaHue; XyJIUTraHCTBO; COLUANIbHOE OOMKOTHPOBAHHME C MOMOIIBIO Pa3IMYHBIX
MHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 60pHOE ¢ KNOEPOYTUHIOM:

1. He Opocaiics B 60#. Jlydmuii croco0: MOCOBETOBATHCS Kak ceOsl BECTH U, €CJIM HET
TOT0, K KOMYy MOXHO OOpaTUThCS, TO BHauyaje YCHOKOWThbCS. Eciau Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €llle OOJIbIle pa30XiKellb KOH(IIUKT;

2. Yopasnsaii cBoell kubeppernyranuei;

3. AHOHUMHOCTH B ceTH MHHMMas. CylecTBYIOT CHOCOOBI BBIAICHHTH, KTO CTOUT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUN 00pa3 BUPTyalbHOM >XKU3HU. VIHTepHET UKCUpYyeT Bce
TBOM JIEUCTBHUS U COXPAHSAET UX. Y AANUTh UX OyAeT KpaliHe 3aTpyAHUTEIbHO;

5. CoGmrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupy#t enuHn4HbIi HeratuB. OIHOPa30Bble OCKOPOUTENbHBIE COOOIEHUS TyYIlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yalIbHOW CTaIuH;



7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COIIMAIbHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHUH C ONPEIETICHHBIX aJI[PECOB;

8. Ecmm T1BI cBuumerens KuOepOymumHra. TBoW JEWCTBHUSA: BBICTYIIUTH IPOTUB
IpecieioBareisl, MOoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAKOTCS HEraTHBHO, IOAEPKATh
KEPTBY, KOTOpPOM HYXKHA IICUXOJOTHYECKass TIOMOIb, COOOIIUTH B3POCIBIM O ¢aKre
arpecCUBHOIrO MOBEJICHUS B CETH.

MoOwibHbIN TenehoH

CoBpeMeHHble cMapT()OHBI M IJIAHIIETHI COAEpP)KAaT B cebe BIIOJIHE B3POCIbI
(GyHKIMOHAN, M Temeph OHM MOTYT KOHKYPHUpPOBAaTh CO CTaIl[MOHAPHBIMHU KOMITBIOTEPAMHU.
OpnHako, CpeACTB 3aIUThI ISl HOJOOHBIX YCTPOMCTB MOKA O4eHb Mano. TecTUpoBaHHUE U MOUCK
yS3BUMOCTEM B HUX IIPOMCXOAMT HE Tak MHTEHCHUBHO, Kak mia IIK, To xe camoe kacaercs u
MOOMJIBHBIX NPHIIOKEHHH.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JTOTHAIM HACTOJIbHBIE aHAJIOIH,
OJIHAaKO paciiupeHue (yHKIMOHaNa Bie€4YeT 3a Co0OW OOJBIIYIO CJIOKHOCTb M MEHBUIYIO
3aIMILEHHOCTb.

Jlaneko He Bce MPOMU3BOJUTEIM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI AJ1s1 0€30I1aCHOCTH MOOMIIBHOTO TenedoHa:

1. Huuero He siBIsieTCs MO-HACTOSIIEMY OecriaTHBIM. Byib 0cTOposkeH, Bellb Koraa Tede
npeyiaratoT 6eCIUIaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IUIaTHBIE YCIIYTH;

2. Jdymaii, npexie yem oTnpaBuTh SMS, ¢oto unu Buaeo. Thl TOUHO 3HACIIb, T/I€ OHU
OyAyT B KOHEUHOM UTOre?

3. Heo6xoa1umMo 0OHOBIISTH ONIEPAIIHOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vicnonp3yil aHTUBUPYCHBIE MPOTPAMMBI JJ1s1 MOOMJIBHBIX TeIe()OHOB;

5. He 3arpyail OprIoKeHUsI OT HEU3BECTHOIO UCTOYHHMKA, BEb OHU MOTYT COJAEPKATh
BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeYeHuE;

6. Ilocie Toro kKaxk Thl BBIJEIb C caiiTa, IJje BBOAWI JUYHYIO MH(OpMaIHIO, 3aii1 B
HacTpoiku Opaysepa u ynanu cookies;

7. Ilepnonnuecku NpoBepsid KaKKe IJIaTHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBail cBoil HOMep MOOMJIBHOIO TeleOoHa TOJIBKO JIIOJSAM, KOTOPBIX Thl 3HAElllb U
KOMY JIOBEpsElIb;

9. Bluetooth momxkeH ObITH BBIKJIIOYEH, KOT/Ia Thl UM He Moib3yeuibcs. He 3a0biBait
MHOTJIa POBEPATH ITO.

Online urpsl

CoBpeMeHHbIE OHJANMH-UTPBl - O3TO KPAacOYHbIE, 3aXBaTbIBAIOLUE pa3BICUCHUS,
00BEeTMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUpY. MIpoKu MCCIeAyIOT AaHHBIA UM MUD,
00IIAI0TCS IPYT € APYrOM, BBIIOJHSIOT 3a/laHUs, CPaXarOTCAd ¢ MOHCTPAMM U TOJIY4YaroT OIBIT.
3a yJOBOJILCTBHE OHHU IUIATAT: MOKYMAIOT JUCK, OIJIAYMBAIOT aOOHEMEHT WM MPHOOpETaroT
KaKHe-TO OIIUH.

Bcee stm cpenctBa uayT Ha TOAJEp)KaHWE M Pa3BUTUE HWIPHL, a TaKKe Ha camy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBbl AaBTOPH3AI[MHM, BBIMYCKAIOTCSI HOBBIE MAaTYU
(un¢poBbIe 3aIIATKU AJIS IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nonoOHBIX urpax CTOUT OMacaThCs HE CTOJBKO CBOMX CONEPHHUKOB, CKOJBKO Kpa)u
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aIMK OOJIBITMHCTBA UTD.

OCHOBHBIE COBETHI 10 OE€30MACHOCTH TBOETO UTPOBOT'0 AKKAyHTA:

1. Ecniu npyroit urpok Befet ce0s MI0X0 MM CO3/1aeT Tebe HEeMPHUITHOCTH, 3a0JI0KUpPYM
€ro B CIHCKE UTPOKOB;

2. Tloxamyiicsi agMHHHCTpAaTOpaM UIPhl Ha IUIOXOE€ TOBEJCHHME 3TOT0 UIPOKa,



JKeaTeNIbHO MPUJIOKUThH KaKUe-TO JI0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3wiBaii muunyro uHdopmalmio B mpodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBiauBaii Heo(uMaabHpIe TATYH U MOJIBI,

6. Mcnonp3yil cli0KHbIE U pa3HbIe M1apOJIH;

7. Jaxe BO Bpemsi UIpbl HE CTOUT OTKJIKOYaTh aHTUBHpYyC. [loka Thl urpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

dumuAT WIn Kpa’xa JUYHBIX JaHHBIX

OObIuHOM Kpakell JeHer W JIOKyMEHTOB CEroJHS YK€ HHMKOrO HE YIUBHIIL, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINUJICHHUKHA MEPEeMECTWINCh B HHTEPHET, U
IPOIOJDKAIOT 3aHUMAThCA ""MOOMMBIM" 1€7I0M.

Tak mosiBUJIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT, TJIaBHAsI LETb
KOTOPOTO COCTOMT B MOJNYYCHHH KOH(PHICHIMAIbHBIX TAHHBIX IIOJH30BATENC - JIOTHHOB H
naposeil. Ha anrnumiickom si3bike phishing untaercs kak ¢ummar (ot fishing - peiOHas 0B,
password - mapos).

OcHOBHBIE COBETHI 110 60PHOE ¢ HUITHHTOM:

1. Cnemu 3a cBouM akkayHTOM. Ecim TBI TOJ0O3peBaemib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOANMO 3a0JIOKUPOBATH €€ U COOOIIMTh aJIMUHHUCTPATOPaM pecypca 00 3ToM
KaK MOXHO CKOpEe;

2. Vcnonw3yii 6e30macHble BeO-CaliThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U MOMCKOBBIX
CHCTEM;

3. Ucnonp3yii cioxHbIe UM pa3Hble mapoiu. TakuM oOpa3om, eciu Te0s B3JIOMAIOT, TO
3JIOYMBIIIICHHUKH MTOTyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B3IOMaH, TO HEOOXOIUMO MPEaYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBJICHBI Y T€OSI B IPY3bSAX, O TOM, UTO T€Os B3JIOMaJIN U, BO3MOXKHO, OT TBOEr0 UMEHU Oy/IeT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HazaexHbli napois (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKII0YM coXpaHEHHe Mapos B Opaysepe;

7. He oTkpbiBail Qailibl ¥ Ipyrue BIOXKEHHS B MHCbMAax AK€ €CIIM OHM MPUILIH OT
TBOMX Jipy3el. Jlyuiie yTouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailibl.

[udposas penmyranuus

[udposas penmyranus - 3TO HETaTHUBHAs WM MO3UTUBHAs MHPOpMALUS B CETH O Tebe.
Komnpomerupytomas uHpopManusi pa3MelleHHass B MUHTEPHETE MOXKET CEpbEe3HbIM 00pazoM
OTpa3uThbcsa Ha TBOeH peasbHON >ku3HU. "Lludposas pernyranus” - 370 TBOW HUMHUIK, KOTOPBIH
bopmupyetcs U3 nHGOpMau 0 TeOe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapaKkTepa
U paccKasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOIMKalUK JTUYHON MH(OpMaIuu B
WnuTepHere, He MOHUMAsi BO3MOKHBIX MOCIEACTBUI. Thl 1axe HE CMOXKEIIb JOTaJaThCs O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTaja MPUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pasmemienue TBoux ¢oTorpaduili u Apyrue JAeWcTBUS MOTYT He
UCYE3HYTh JaXKe IOCJIE€ TOro, Kak Thl UX YyJaJWlb. Tl HE 3Haellb, KTO COXPaHWI 3Ty
MH(pOPMALKIO, MONaNa JU OHA B IOMCKOBBIE CUCTEMBI M COXPAaHWJIACh JIM OHA, a IJIaBHOE: 4YTO
NOIyMAlOT 0 TeOe OKpyXarolllee JI0IU, KOTOpble HalayT U yBuUaAT 3To. Haiit uHdopmanuio
MHOTO JIET CITyCTSI CMOKET JII00OM - Kak U3 JNOOpBIX MOOYXIEHUH, TaKk M C HaMepeHUueM
OPUYUHUTH Bpel. ITO MOKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3alIUTe HU(PPOBON permyTaiuu:

1. IMogymaii, mpexae yeM uTo-To MyOJIMKOBaTh M TepenaBaTh y cedst B Ojore i B



COIIMAILHOM CETH;

2. B Hactpoiikax npo¢uis yCTaHOBH OTPaHUYCHHS HAa MTPOCMOTP TBOETO MPOQUIST U €ro
COJIEP’)KUMOT0, CclIeNail ero TOJbKO "Isl Ipy3en';

3. He pa3memait u He yka3biBail HH(OPMALIHIO, KOTOPasi MOKET KOro-11u00 OCKOpOIsaTh
WA OOMKATh.

ABTOpCKOE IIPaBO

CoBpeMCHHbBIE IIKOJHHUKKA - AaKTHBHBIC TIOJh30BaTENIM IMGPOBOTO TMPOCTPAHCTBA.
OpnnHako Janexko He BCE 3HAIOT, YTO MOJb30BaHHE MHOTUMHU BO3MOXKHOCTSIMHU HU(POBOro Mupa
TpeOyeT COOMI0ICHNS MPaB HA MHTEIUICKTYalbHYI0 COOCTBEHHOCTD.

TepmuH "WHTEIIEKTyallbHasi COOCTBEHHOCTH' OTHOCUTCS K pPa3JUYHBIM TBOPCHHSIM
YeJI0OBEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TMPOIYKTHl M YCIAyrd, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOUIBMAMHU U
MY3BIKQIBHBIMU POU3BEICHHUSIMH.

ABTOpCKHeE TpaBa - 3TO IPaBa HA UHTEIUIEKTYalIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JJUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAU€CTBE TAPAHTUU TOTO, YTO
MHTEJJICKTYaIbHBIM/TBOPUECKUN TPyA aBTOpa He OyneT HampacHBIM, AAcT €My CIIpaBeIUBBIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPY/la, MOJYYUTh U3BECTHOCTh U NIPU3HAHUE.
Huxkto 6e3 paspelieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €TI0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJUYHO JI€MOHCTPUPOBATh, MPOJaBaTh, WMIIOPTHPOBATH, IYyCKaThb B TMIPOKAT, ITYOJIMYHO
UCIIONHSATH, MIOKA3bIBATH/UCIIONHATH B 3Upe WU pa3MenaTsh B IHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOro 00ecreueHus MOKET IPUBECTH K MHOTUM
pUCKaM: OT TMOTEpU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPONCTBA, TIe
YCTaHOBJICHA HeJerajgbHas nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaIbHbIE
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraine

CereBnuok.p) - TBOW TIJIaBHBI COBETYMK B CETHU. 3A€Ch Thl MOXKEIIb Yy3HATh O
0€30MacCHOCTH B CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NPU BO3HUKHOBEHUM KPUTHUYECKOM
CUTyallud OOpaTUThCS 3a COBETOM. A TakXke MPHUHATh ydacTHE B KOHKYpCaxX M CTaTh CaMbIM
1M (POBBIM TpakIaHUHOM !



